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Summary of key points

This is a summary of the FEAM statement on the European Data Protection Regulation. A full copy of the
FEAM statement can be found: www.feam.eu.com

FEAM welcomes the provisions in the European Data Protection Regulation to support health research
that are vital to improve the health of people in the EU. To ensure that the Regulation does not inhibit
groundbreaking medical science it is now necessary to clarify certain points and to address current
barriers to health research that are outlined in this summary. In particular:

1. it is essential that Article 83 and the associated derogations that facilitate research are

maintained as the Regulation moves through the legislative process;

2. amendments are needed to clarify and strengthen the research provisions to ensure these achieve
their intended purpose; and

3. amendments are needed to clarify the scope of the Regulation and ensure that the use of
pseudonymised data in health research is regulated proportionately.

Draft amendments that take forward the thinking in this summary are annexed.

Patient data is vital for health research

Patient data provides a vital resource for health research. Observational studies using patient records can be
used to determine factors underpinning health and disease, for example information from patient records was
used to demonstrate the association between smoking and lung cancer. Patient records can also help identify
suitable participants for clinical trials, including those for stratified (personalised) medicine.

Health research is important to the EU, which is responsible for 44% of clinical research publications®. A majority
of the EU public (71%) is interested in medical and health research?.

The Data Protection Regulation should facilitate ground breaking medical research

In the EU, the use of patient data is currently governed by the EU Data Protection Directive (DPD). Many believe
that the DPD is overly complex and sometimes ambiguous and, in some Member States, has been an obstacle to
health research’.

! UNESCO (2010), UNESCO science report, 2010, http://www.unesco.ora/new/en/natural-sciences/science-
technology/prospective-studies/unesco-science-report/unesco-science-report-2010

2 Eurobarometer (2007), Medical and health research: a special Eurobarometer public survey.
http://ec.europa.eu/public_opinion/archives/ebs/ebs 265 en.pdf
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The DPD is now being revised, as the Data Protection Regulation (DPR), to further to harmonise data protection
across the EU, facilitate the flow of data across borders and enhance privacy protection. It is vital that health
research is taken into account as the draft Regulation passes through the legislative process, to reflect the
importance of health research to society as a whole.

Ensuring the Data Protection Regulation facilitates research

It is vital that the EU strikes an appropriate balance between facilitating the safe and secure use of patient data
for health research and the rights and interests of individuals. Outlined below are specific suggestions that we
ask to be taken into consideration during the discussion of the proposals for the DPR.

Article 83 and associated derogations

The draft DPR provides several exceptions from particular requirements for the use of “personal data” for
scientific research, provided the conditions set out in Article 83 are fulfilled. We warmly welcome this approach
that facilitates research and its associated benefits whilst protecting the interests of research participants. We call
on the EU Institutions to prioritise the protection of Article 83 and ensure the associated derogations for research
are maintained as the DPR moves through the legislative process;

To ensure that misinterpretation of the DPR does not lead to a risk-averse culture that inhibits medical research,
we ask for clarification that:

e the reference to Article 83 (processing for historical, statistical and scientific research purposes) within
Article 81 (processing of personal data concerning health) is intended to link the two sections, rather
than to impose an additional restriction on research;

e Recital 40 and Article 6.4 about processing of personal data for other purposes intends scientific
research to be viewed as a compatible purpose in itself;

e Article 83 is intended to allow individuals and organisations to use identifiable data in research where
this is necessary and subject to appropriate standards of confidentiality. For example those responsible
for on-site monitoring of clinical trials would not be able to use pseudonymised data and will require
identifiable information.

Scope

The DPR is not explicit on whether pseudonymised (key-coded) data, is within its scope. Pseudonymised data
replaces personal identifiers with a code, thus concealing the identity of the patient. The key identifying the
patient is kept separately from the pseudonymised data to protect the identity of individuals. Pseudonymised data
underpins a substantial amount of research, and its inclusion will increase the regulatory burden on health
research. We call for clarification of the scope of the DPR and for the use of pseudonymised data in health
research to be handled proportionately by the DPR.

Although anonymised data falls outside the scope of the DPR, the process of anonymisation could fall within the
DPR. We suggest that the DPR should be revised expressly to permit anonymisation while prohibiting re-
identification of data that has been anonymised.

Genetic data
Clarification is needed about the use of the term “genetic data” in the DPR to ensure that the definition is only
intended to apply to personal data that falls within this category, rather than all related data.

3 Academy of Medical Sciences (2010), A new pathways for the regulation and governance of health research,
http://www.acmedsci.ac.uk/p47prid88.html
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Biological Samples

There is currently an inconsistency between Recital 26 and Article 4.12, with reference to biological samples. We
ask for clarification that data concerning health does not include biological samples per se but rather to personal
data obtained from testing such material.

Increases in the regulatory burden for health research

The DPR has the potential to increase the regulatory burden on health research with limited benefit for patients.
We believe that the DPR should not require periodic review of research data, data subjects should only have the
right to information if this would not require disproportionate effort to obtain, there should be a limit to the extent
to which researchers should be required to rectify data, and impact assessments should not be required when
assessment has already been undertaken by a suitable national authority.

These include: a requirement for periodic review of stored research data, the right of the data subject to
information not including a clause to ensure proportionality, the right to rectification when health status may
change over time or when diagnostic tests used for research would not be suitable for the clinic and the
requirement for impact assessment in an already highly regulated field.

Transfer to third countries

Article 45 recognizes the importance of facilitating international collaboration. However, there are current
difficulties in transferring pseudonymised data to countries outside the EU, for example the USA. Despite
collaborators in these other countries lacking the key that identifies subjects, this is often not regarded as a
sufficient safeguard. To overcome these difficulties, we suggest that the Regulation is amended to facilitate data
transfers to third countries for research while continuing with appropriate safeguards to protect individuals.

For further information please contact:

Laurence Legros: laurence.legros@feam.eu.com; tel : +32 2 550 2268
Beth Thompson: b.thompson@wellcome.ac.uk; tel: +44 20 7611 7303
The FEAM statement is available from: www.feam.eu.com
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Annex: Proposed FEAM amendments to EC Proposal for a Regulation on the protection of individuals
with regard to the processing of personal data and on the free movement of such data (COM(2012)0011)

Amendments to Article 4(20) (new), Article 6(1)(g) (new) and Article 9(2)(k) (new) should be included as a group.

Recital 23

Text from the Commission

Proposed Amendment

The principles of protection should apply to any
information concerning an identified or identifiable
person. To determine whether a person is identifiable,
account should be taken of all the means likely
reasonably to be used either by the controller or by
any other person to identify the individual. The
principles of data protection should not apply to data
rendered anonymous in such a way that the data
subject is no longer identifiable.

The principles of protection should apply to any
information concerning an identified or identifiable
person. To determine whether a person is identifiable,
account should be taken of all the means reasonably
likely to be used either by the controller or by any other
person to identify the individual. Identification shall
not be deemed “reasonably likely” in respect of
data held for historical, statistical and scientific
purposes, if information that enables the
identification of a data subject is kept separately
from the data that is the object of the historical,
statistical and scientific purposes. Keeping
separately can be achieved where appropriate
safeqguards are in place to prevent the risk of
unnecessary identification and that any key
enabling such identification is kept securely. A
single data controller can achieve keeping
separately for these purposes. The data controller
need not engage a third party to hold any key if
such appropriate safequards are in place and the
key is kept securely by that data controller.

The principles of data protection should not apply to
data rendered anonymous in such a way that the data
subject is no longer identifiable. Anonymisation is a
valuable means of protecting data subjects that is
promoted by this Reqgulation.

Justification

Some forms of historical, statistical and scientific analysis require that data is attributable to an individual, without
requiring the individual to be identifiable by the researchers. Pseudonymisation or key-coding is often used to
enable such analysis while protecting the privacy of the research subjects. This amendment would clarify that
key-coded data used for historical, statistical and scientific purposes are intended to be out of scope of the
Regulation where appropriate safeguards are in place to protect the privacy of individuals, with reference to the
approach used in Article 83. The amendment also clarifies that in specified circumstances a single data controller
can hold key-coded data outside the scope of the Regulation and that this can be achieved without needing to
send the key to a third party to hold. Further, separate parts of a single organisation should be able to process
key-coded data in the same way as those outside the organisation.




Recital 26

Text from the Commission

Proposed Amendment

Personal data relating to health should include in
particular all data pertaining to the health status of a
data subject; information about the registration of the
individual for the provision of health services;
information about payments or eligibility for healthcare
with respect to the individual; a number, symbol or
particular assigned to an individual to uniquely identify
the individual for health purposes; any information
about the individual collected in the course of the
provision of health services to the individual,
information derived from the testing or examination of a
body part or bodily substance, including biological
samples; identification of a person as provider of
healthcare to the individual; or any information on e.g.
a disease, disability, disease risk, medical history,
clinical treatment, or the actual physiological or
biomedical state of the data subject independent of its
source, such as e.g. from a physician or other health
professional, a hospital, a medical device, or an in vitro
diagnostic test.

Personal data relating to health should include in
particular all personal data pertaining to the health
status of a data subject; information about the
registration of the individual for the provision of health
services; information about payments or eligibility for
healthcare with respect to the individual; a number,
symbol or particular assigned to an individual to
uniquely identify the individual for health purposes; any
information about the individual collected in the course
of the provision of health services to the individual;
nformation personal data derived from the testing or
examination of a body part-ex, bodily substance;
ineluding or biological samples; identification of a
person as provider of healthcare to the individual; or
any information on e.g. a disease, disability, disease
risk, medical history, clinical treatment, or the actual
physiological or biomedical state of the data subject
independent of its source, such as e.g. from a
physician or other health professional, a hospital, a
medical device, or an in vitro diagnostic test.

Justification
Recital 26 must be consistent with definition of “data concerning health” in Article 4. This amendment would
clarify that data concerning health includes personal data obtained from testing biological samples, rather than

biological samples per se.

Recital 40

Text from the Commission

Proposed Amendment

The processing of personal data for other purposes
should be only allowed where the

processing is compatible with those purposes for which
the data have been initially

collected, in particular where the processing is
necessary for historical, statistical or scientific research
purposes. Where the other purpose is not compatible
with the initial one for which the data are collected, the
controller should obtain the consent of the data subject
for this other purpose or should base the processing on
another legitimate ground for lawful processing, in
particular where provided by Union law or the law of
the Member State to which the controller is subject. In
any case, the application of the principles set out by
this Regulation and in particular the information of the
data subject on those other purposes should be
ensured.

The processing of personal data for other purposes
should be only allowed where the

processing is compatible with those purposes for which
the data have been initially

collected, inpartictlar such as where the processing
is necessary for historical, statistical or scientific
research purposes. Where the other purpose is not
compatible with the initial one for which the data are
collected, the controller should obtain the consent of
the data subject for this other purpose or should base
the processing on another legitimate ground for lawful
processing, in particular where provided by Union law
or the law of the Member State to which the controller
is subject. In any case, the application of the principles
set out by this Regulation and in particular the
information of the data subject on those other
purposes should be ensured.

Justification
This amendment clarifies that historical, statistical and scientific purposes are intended to be deemed ‘not
incompatible’ purposes. While this appears to have been the intention of the original draft in order to be
consistent with the 1995 Data Protection Directive, the use of “in particular’ is ambiguous. This amendment is
supported by the proposal to introduce a new paragraph 2 in Article 83.

There are a range of scientific activities, such as audit, that support research, but are not research per se. This
proposal would also provide greater clarity by removing the word “research” to indicate that all such scientific
activities are included in the scope of Article 83. [Note: this amendment is consistent with the Council
Presidency’s proposed changes in the version dated 22 June 2012.]



Article 4 — Paragraph 10
Definitions

Text from the Commission

Proposed Amendment

(10) 'genetic data' means all data, of whatever type,
concerning the characteristics of an individual which
are inherited or acquired during early prenatal
development;

(10) ‘genetic data’ means information on the
hereditary characteristics, or alteration thereof, of
an identified or identifiable person, obtained
through nucleic acid analysis.

Justification
Not all “genetic data” contain sufficient information to identify an individual. The proposed definition of “genetic
data” should therefore be clarified to ensure that it only relates to “personal data”. The definition should also be
amended to relate specifically to information obtained by the analysis of nucleic acids to make it consistent with
other widely used definitions. [Note: this amendment is consistent with the Council Presidency’s proposed

changes released on 22 June 2012.]

Article 4 — Paragraph 12
Definitions

Text from the Commission

Proposed Amendment

(12) ‘data concerning health’ means any information
which relates to the physical or mental health of an
individual, or to the provision of health services to the
individual;

(12) ‘data concerning health’ means any-irformation
personal data which relates to the physical or mental

health of an individual, or to the provision of health
services to the individual;

Justification
The proposed definition of “data concerning health” should be clarified to ensure that it only relates to “personal

data”.

Article 4 — Paragraph 20 (new)
Definitions

Text from the Commission

Proposed Amendment

(20) ‘Anonymisation’ means processing personal
data in such a manner that it can subsequently no
longer be considered identifiable.

Justification
Anonymous data falls outside of the scope of the Regulation and anonymisation is an important means to protect
the privacy of data subjects. However, the act of removing identifiers to ensure that data are no longer personal —
anonymisation — is an act of processing and must comply with the Regulation. This amendment establishes a
definition of anonymisation to support the clarification of the legal basis for anonymisation in the amendments to

Articles 6(1) and 9(2) below.

Article 5 — Paragraph 10
Principles relating to personal data processing

Text from the Commission

Proposed Amendment

Personal data must be:

(e) kept in a form which permits identification of data
subjects for no longer than is necessary for the
purposes for which the personal data are processed;
personal data may be stored for longer periods insofar
as the data will be processed solely for historical,
statistical or scientific research purposes in accordance
with the rules and conditions of Article 83 and if a
periodic review is carried out to assess the necessity to
continue the storage;

Personal data must be:

(e) kept in a form which permits identification of data
subjects for no longer than is necessary for the
purposes for which the personal data are processed,;
personal data may be stored for longer periods insofar
as the data will be processed solely for historical,
statistical or scientific researeh purposes in
accordance with the rules and conditions of Article 83
and H-a-periedicreview-is-carried-outto-assess-the
necessity-to-continve-the-storage-until it becomes
apparent that continued storage is no longer
necessary,;




Justification
This amendment would replace the proposal for periodic review of data stored solely for historical, statistical or
scientific purposes with requirement more suited to the nature of these activities. For example, it is a
characteristic of research that certain data may not be used for a long time until they become significant in the
future. The future uses of data for research are also difficult to predict.

Article 6 — Paragraph 1(g) (new)
Lawfulness of processing

Text from the Commission Proposed Amendment

(q) Processing is conducted for the purpose of
anonymisation.

Justification
Anonymous data falls outside of the scope of the Regulation and anonymisation is an important means to protect
the privacy of individuals. However, the act of removing identifiers to ensure that data are no longer personal —
anonymisation — is an act of processing. This amendment provides a legal basis for anonymisation of personal
data in its own right, to clarify that this can be achieved without consent of the data subject. This amendment is
complementary to the amendment in Article 9(2) below and also requires a definition of “anonymisation” to be

included in Article 4.

Article 9 — Paragraph 2(k) (new)
Processing of special categories of personal data

Text from the Commission

Proposed Amendment

(k) Processing is conducted for the purpose of

anonymisation.

Justification
Anonymous data falls outside of the scope of the Regulation and anonymisation is an important means to protect
the privacy of data subjects. However, the act of removing identifiers to ensure that data are no longer personal —
anonymisation — is an act of processing. This amendment provides a legal basis for anonymisation of sensitive
categories of personal data in its own right, to clarify that this can be achieved without consent of the data
subject. This amendment is complementary to the amendment in Article 6(1) above and also requires a definition

of “anonymisation” to be included in Article 4.

Article 14 — Paragraph 5 — point (e) (new)
Right of the data subject to information

Text from the Commission

Proposed Amendment

Paragraphs 1 to 4 shall not apply, where:

a) the data subject has already the information

referred to in paragraphs 1, 2 and 3; or

(b) the data are not collected from the data subject and
the provision of such information proves impossible or
would involve a disproportionate effort; or

(c) the data are not collected from the data subject and
recording or disclosure is expressly laid down by law;
or

(d) the data are not collected from the data subject and
the provision of such information will impair the rights
and freedoms of others, as defined in Union law or
Member State law in accordance with Article 21.

Paragraphs 1 to 4 shall not apply, where:

(a) the data subject has already the information
referred to in paragraphs 1, 2 and 3; or

(b) the data are not collected from the data subject and
the provision of such information proves impossible or
would involve a disproportionate effort; or

(c) the data are not collected from the data subject and
recording or disclosure is expressly laid down by law;
or

(d) the data are not collected from the data subject and
the provision of such information will impair the rights
and freedoms of others, as defined in Union law or
Member State law in accordance with Article 21; or

(e) the data are processed for historical, statistical
or scientific purposes subject to the conditions and
safequards referred to in Article 83 and the
provision of such information proves impossible or
would involve a disproportionate effort.




Justification
The right of the data subject to information could be problematic for research in situations where notifying
participants would create a disproportionate burden that could prevent the research from proceeding. The
Regulation includes a ‘disproportionate effort’ provision where the data are not collected from the data subject.
However, in research studies where data are collected from the data subject, it may not always be possible or
may be prohibitively burdensome for researchers to provide information to data subjects.

Article 83 — Paragraph 1
Processing for historical, statistical and scientific research purposes

Text from the Commission Proposed Amendment

Within the limits of this Regulation, personal data may Within the limits of this Regulation, personal data may

be processed for historical, statistical or scientific be processed for historical, statistical or scientific

research purposes only if: research purposes under paragraph 2 of Article 6
and point (i) of Article 9(2) only if:

Justification
Article 83 establishes an independent legal basis for the processing of personal data for historical, statistical and
scientific purposes, provided the criteria in Article 83(1) (a) and (b) are met. This proposed amendment clarifies
that data controllers may rely on an alternative legal basis, such as consent of the data subject, for processing of
personal data for historical, statistical and scientific purposes rather than relying on paragraph 1 of Article 83.

Article 83 — Paragraph 1 (a) and (b)
Processing for historical, statistical and scientific research purposes

Text from the Commission Proposed Amendment

Within the limits of this Regulation, personal data may Within the limits of this Regulation, personal data may

be processed for historical, statistical or scientific be processed for historical, statistical or scientific

research purposes only if: research purposes only if:

(a) these purposes cannot be otherwise fulfilled by (a) these purposes cannot be-otherwisefulfilled

processing data which does not permit or not any reasonably be achieved by processing data which

longer permit the identification of the data subject; does not permit or not any longer permit the

(b) data enabling the attribution of information to an identification of the data subject; and

identified or identifiable data subject is kept separately | (b) data enabling the attribution of information to an

from the other information as long as these purposes identified or identifiable data subject is kept separately

can be fulfilled in this manner. from the other information as long as these purposes
can be fulfilled in this manner.

Justification
This amendment retains the safeguard that anonymised data should be used in place of personal data wherever
possible. However, this amendment provides for a test based on what can reasonably be achieved, rather than
the very strict test in the current draft that may prove prohibitive to research. This amendment also provides a
conjunction between points (a) and (b) for clarity.

Article 83 — Paragraph 2 (new)
Processing for historical, statistical and scientific research purposes

Text from the Commission Proposed Amendment

2. Further processing of data for historical,
statistical or scientific purposes shall not be
considered as incompatible under point (b) of
Article 5(1) provided that the processing:

(a) is subject to the conditions and safequards

of this Article; and

(b) complies with all other relevant legislation.

Justification
This amendment clarifies that historical, statistical and scientific research purposes are intended to be not
incompatible purposes, by relating Article 5(1)(b) to Article 83. The proposal would ensure that the Regulation is




consistent with the previous 1995 Data Protection Directive, which states that “Further processing of data for
historical, statistical or scientific purposes shall not be considered as incompatible provided that Member States
provide appropriate safeguards.” (Art. 6(1)(b)). [Note: this amendment is consistent with the Council Presidency’s
proposed changes in the version dated 22 June 2012.]

For further information please contact:

Laurence Legros: laurence.legros@feam.eu.com; tel : +32 2 550 2268
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